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Abstract
The pervasive communications between
vehicles and dynamic mobility may significantly increase data exchange and therefore bring a
huge amount of traffic data in InVANETs. Due
to some environmental factors, like the vulnerability of wireless connection, limitation of in-car
computing ability, and speed of vehicles, it is
extremely challenging to design identity authentication protocols satisfying the requirements of
both high security and efficiency simultaneously.
To this end, the aggregate signature technology
has been employed in InVANETs. However, the
technology still suffers from high computational overhead due to the management of certificates, as well as the key escrow problem (i.e., the
dependence on a fully trusted third party). In this
article, we propose the SE-CLASA protocol for
InVANETs in order to tackle the aforementioned
problems. In addition, a novel factor-contained
aggregation mechanism is proposed to resist an
information injection attack investigated in our
analysis. Moreover, we prove the security of the
proposed SE-CLASA and conclude that it meets
most known security requirements in a general
InVANET scenario. Simulation results show the
superiority of the proposed SE-CLASA, in terms
of security and efficiency, compared to the most
recent authentications in InVANETs.

Introduction

The intelligent vehicular ad hoc network (InVANET) is one of the most promising structures for
future intelligent networks, connecting various
electronic devices and machines to provide optimized policies for users. In InVANETs, nodes may
be all kinds of smart vehicles (e.g., buses, cars,
trucks, and motorcycles), which could collect
dynamic traffic related messages and communicate with other nodes and the automated communication infrastructures (e.g., roadside units
and traffic control centers). Spending time on
transportation every day, vehicle users and traffic monitors may expect that InVANETs can help
improve traffic safety, control traffic flow, and provide a better driving experience for drivers [1].
Accordingly, the design of InVANETs should focus
on providing intelligent transportation services to
build harmonious connections between vehicles
and people [2].
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There are two kinds of communications in an
InVANET system, namely vehicle-to-vehicle (V2V)
communication and vehicle-to-infrastructure (V2I)
communication. According to the dedicated
short-range communication (DSRC) protocol in
the wireless communication environment, vehicles broadcast messages about traffic conditions
(e.g., weather, road congestion), as well as the
vehicle state information (e.g., location, direction, speed, driving status) every 100-300 ms [3].
When receiving the information, other vehicles
can adjust their route to avoid traffic jams or accidents. Furthermore, a roadside unit (RSU) can
collect the messages and send them to the traffic control center, which can take some timely
intelligent actions to improve traffic efficiency and
safety by analyzing these messages [4]. For example, by collecting and analyzing a large number of
real-time messages, the traffic control center can
foresee road congestion ahead of time and calculate the optimal route for drivers. We can achieve
intelligent road traffic management by InVANETs
and the automated transportation infrastructures.
Identity authentication is a significant requirement to guarantee trust in communication, especially when an RSU is ready to receive messages
from other vehicles in InVANETs. The V2I authentication process requires vehicles to sign messages; then intelligent communication infrastructure
verifies signatures. However, in a general InVANETs scenario, vehicles communicate with other
entities in wireless surroundings, which may not
be secure and the privacy of vehicle users should
be protected. Therefore, many anonymous identity authentication schemes are provided to protect
the privacy of vehicle users [5–8]. Moreover, due
to high-speed movement and a large number of
waiting nodes in a metropolitan-area, an authentication process should be as short as possible to
satisfy the stringent time requirement [9, 10].
In practice, we have to be concerned about
both the security and privacy problems in InVANETs. In terms of security, due to the wireless communication, adversaries can modify, intercept, or
delete any messages transmitted in InVANETs.
Therefore, a receiver (a vehicle or an RSU) must
check the message integrity and the sender’s
identity beforehand because the original messages may be modified by adversaries, which may
result in information misinterpretation that yields
convenience or even endangers driver safety. For
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instance, an adversary may send road congestion
messages intensively so that other vehicles have
to keep re-routing according to incorrect information, which will lead to unnecessary waste of time.
For privacy, adversaries may capture the traveling route of a certain vehicle by analyzing the
vehicle’s broadcast messages. It is an infringement
of driver privacy. Greater danger may be yielded if these traveling routes are shared to commit crimes. Therefore, the anonymity technology
should be introduced to safeguard the privacy
of drivers in InVANETs. However, there are still
some challenges in anonymity: once an adversary
has an anonymous identity, he/she can release
malicious messages unscrupulously, and no one
can extract his/her real identity. This is very dangerous for intelligent transportation systems.
Therefore, traceability and unlinkability are two
important features because the trusted authority
should have the ability to reveal a vehicle’s real
identity from communications, and any other
vehicles cannot infer a vehicle’s real identity by
analyzing its sending messages. This may be useful in the case where a driver may be malicious,
for example, when a malicious vehicle broadcasts
an incorrect message, which will lead to accidents
or crimes. In such a case, the driver should be
identified and punished by law [5].
In order to tackle the security and privacy
issues in InVANETs, several conditional privacy
preserving protocols have been proposed. The
traditional public key infrastructure (PKI)-based
authentication turns out to be a surprisingly intricate and resource-intensive approach, because
a large number of certificates must be managed
and transformed along with authentication messages.
Identity-based (IDB) cryptography is a promising technology in the authentication of InVANETs,
which could overcome the shortcomings of the
PKI-based schemes [5, 11]. In the IDB authentication schemes, a user’s public key can easily
be calculated by their identity, such as an email
address or a telephone number, while a trusted
third party called a private key generator computes the corresponding private key and sends it
to the user secretly. Therefore, the IDB scheme
avoids using certificates in the signature authentication phase, which can reduce the additional
overhead of managing a large number of certificates. However, the IDB schemes are only fit for
private networks due to the key escrow problem,
which means that all vehicles must fully trust the
private key generator. This assumption may be
too strong for a public network.
In order to solve the inherent key escrow
problem in IDB cryptography, the concept of certificateless public key cryptography (CL-PKC) is
proposed, in which no certificates are needed to
ensure the authenticity of public keys either [12].
In CL-PKC, a trusted third-party key generation
center (KGC) helps a vehicle generate his/her
private key. However, the vehicle’s full private
key cannot be accessed by the KGC, which only
provides a vehicle with a partial signing key. The
vehicle generates his/her full signing key by combining the partial signing key with their selected
secret values.
In recent years, CL-PKC-based certificateless
aggregate signature (CLAS) authentication pro-

tocols have been introduced to improve the
efficiency of signature authentication [6–8]. The
aggregation algorithm in an aggregate signature
can aggregate n signatures on n distinct messages
from n distinct users into a single short signature.
This technique can reduce signature length and
hence reduce the verification cost, especially in
resource-constrained environments. However,
there are some drawbacks in the current CLAS
authentication protocols, which are described as
follows:
• The general CL-PKC-based signature schemes
are not applicable to the InVANETs scenario, in which users broadcast messages with
pseudo identities in plaintext, so message
secrecy is not considered. Therefore, the
user’s public/private key pair generation
phase in the CL-PKC is redundant.
• The traditional CLAS authentication protocols
cannot resist the information injection attack
in signature aggregation, in which attackers
could muddle through the aggregate signature verification by playing tricks on several
valid signatures.
• Most of the traditional CLAS authentication
protocols are designed based on bilinear
pairings, which will bring expensive computational overhead.

Research Contributions

To achieve high dependability and low computation cost for InVANETs, a security-enhanced
certificateless aggregate signature authentication
(SE-CLASA) protocol is presented in this article.
The main contributions of our work are as follows:
• We propose a security-enhanced certificateless aggregate signature authentication protocol, which is more efficient and suitable for
V2I communication in InVANETs (note that
there is no need to generate the vehicle’s
private/public key pair in our protocol).
• We present a factor-contained aggregate signature mechanism for our SE-CLASA, which
can prevent the information injection attack
in the signature aggregation phase.
• We optimize the computation and communication overhead of our scheme to make
them acceptable compared to the state-ofthe-art schemes.

Preliminaries

In this section, we describe the design goals and
cryptography basis (elliptic curve cryptography) of
our SE-CLASA protocol.

Design Goals

In order to satisfy the security and privacy requirements in InVANETs, as well as achieve high efficiency in computation and communication cost,
an SE-CLASA protocol should have the following
properties.
Message Authentication: Once an RSU
receives a message, it should have the ability to
verify the legitimacy of the sender and data consistency without being modified by others [13].
Privacy Preservation: In InVANETs, vehicles
should stay anonymous with each other, and no
other RSUs or vehicles can infer the real identity
of a vehicle by analyzing a number of messages
sent by the vehicle.
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FIGURE 1. The network model of InVANETs.
Traceability: Although a vehicle’s real identity
is invisible to other vehicles, the TRA must have
the ability to recover it from the corresponding
pseudo identity when the signature is in dispute.
Unlinkability: This is to prevent malicious vehicles in the system linking two messages sent by
the same vehicle. For example, the attacker cannot infer a vehicle’s route by analyzing his sending
messages.
High Efficiency: To adapt to the resource-constrained environment of InVANETs, we should
employ lightweight cryptographic algorithms (e.g.,
Map-to-Point and bilinear pairing operations) to
improve the time efficiency of the protocol.
Resistance to Attacks: Our proposed SE-CLASA protocol can resist an information injection
attack occurring in the signature aggregation
phase. In this attack, adversaries can muddle
through the aggregate verification by tampering
with several valid signatures. We show details in
the discussion section.

Cryptography Basis

Elliptic curve cryptography (ECC) is an algorithm
for establishing public key encryption. Its security relies on the widely recognized difficulty in
solving elliptic curve discrete logarithm problems.
It is widely used in designing digital signature
protocols due to its high security, low consumption, and fast computing speed (a 163-bit ECC
password strength is approximately equivalent to
1024-bit RSA password strength).

An SE-CLASA Protocol

In this section, we first introduce the network
model of InVANETs and our SE-CLASA protocol
overview. After that, we introduce the services of
our protocol, which contains four phases: system
initialization, pseudo identity generation, message
signing, and signature aggregation and verification. In addition, a factor-contained aggregate signature mechanism could provide superior security
protection in the signature verification phase.

Network Model

We define a two-layer vehicular network model,
much like [5]. Figure 1 shows the main components of the network model. The upper layer is
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composed of the application servers (ASs, e.g., a
traffic management center) and the trust authorities (TAs). In our protocol, the Key Generation
Center (KGC) and the Trace Authority (TRA) play
the part of TA together. The TAs take charge of
system parameters initialization, and then preload them to an onboard unit (OBU), which is a
wireless communication device embedded in a
vehicle. The AS is an intelligent communication
infrastructure responsible for collecting traffic-related messages from RSUs and taking further
actions for the intelligent transportation system.
The upper layer entities and RSUs communicate
with each other through secure transmission protocols, such as the wired Transport Layer Security
protocol. The bottom layer consists of vehicles
and RSUs, and they communicate with one another through the DSRC protocol. The RSUs fixed on
the roadside can check the messages’ validity and
transmit the valid messages to the AS or deal with
it locally. The vehicle could send safety messages
to the nearby RSU using an OBU.

SE-CLASA Overview

In order to satisfy the conditional privacy preservation in InVANETs, we introduce a pseudo identity
for each vehicle, and only the trust authority can
convert the vehicle’s real identity from its pseudo
identity. The main participants of the authentication process and their characteristics are illustrated as follows.
Trust Authority: A TA is a trusted third party
with high computational capability. It is in charge
of initializing the system parameters (e.g., public
keys of the TRA and the KGC and the definition
of the eclipse curve) and sending them to the
OBU of each vehicle. In our SE-CLASA protocol, there are two trusted parties. The KGC is
responsible for generating a vehicle’s pseudo
identity, and the TRA is responsible for extracting
the real identity of a vehicle from the broadcast
messages.
Application Server: An AS could provide some
value-added services (e.g., personalized advertisement and entertainment recommendations) by
collecting and analyzing vast amounts of traffic
related messages from RSUs.
Roadside unit: RSUs are wireless communication device distributed evenly or unevenly along
the roadside. The computational capability is
lower than that of the TA and higher than that of
the vehicle. An RSU is able to verify the validation
of the signature in a received message and transmit it to the AS or the traffic management center
for further studies.
Vehicle: Vehicles are the moving nodes in
InVANETs. A vehicle has the lowest computational capability. A wireless communication device
(OBU) is embedded in the vehicle, and it helps
the vehicle communicate with other vehicles and
RSUs. Each vehicle maintains a pseudo identity
pool, and every time it signs a message, a pseudo
identity is selected to transmit with it.

SE-CLASA Services

In this subsection, we introduce the process of
system initialization pseudo identity generation,
message signing, and signature aggregation
and verification. The details of each process are
shown in Fig. 2.
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FIGURE 2. The process of SE-CLASA.
System initialization: In this phase, two TAs, a
KGC, and a TRA generate system parameters for
every vehicle and RSU as follows:
• The TAs select two large prime numbers p, q
and a non-singular elliptic curve E. Let G be a
finite cyclic group of order q, and TAs select
a point P on E as its generator.
• The KGC selects a random number a as its
private key and calculates the corresponding public key Ppub. The private key, which
is used for partial signing key generation, is
kept secret by the KGC.
• The TRA selects a random number b as its
private key and calculates the corresponding
public key Tpub. The private key, which is used
for traceability, is kept secret by the TRA.
• The TAs use the hash algorithm to transfer
three hash values and H 0, H1, and H 2. We
employ the SHA-256 algorithm in our protocol. Then the TAs broadcast these public system parameters to all the vehicles and RSUs.
Pseudo Identity Generation: When vehicles
first join InVANETs, they have to request TAs for
identity authentication by means of sending their
real identities (RIDs) to the TRA. A RID can inimitably identify the vehicle like a license plate number or an identity number. The TRA verifies the
validity of a vehicle’s RID first and then generates
a pseudo identity PIDi for each vehicle (PIDi consists of two parts, PIDi,1 and PIDi,2). Only the TRA

can extract a RID from its PID. We explain the
process of pseudo identity generation as follows.
• The vehicle sends his/her RID and PIDi,1 to
the TRA through a secure channel. PIDi,1 is
a part of PIDi, which contains some random
numbers selected by the vehicle.
• When the TRA receives the message, it
checks the validity of the RID first. Then the
TRA calculates PIDi,2 through an XOR operation, which is performed on RIDi and a hash
value H0(). After that, PIDi,1 and PIDi,2 constitute a pseudo identity PIDi for the vehicle, which will be sent to the KGC through a
secure channel. According to the characteristic of the XOR, only the TRA who knows its
own private key can extract a vehicle’s RID
from its PID.
• When the KGC receives PIDi, it calculates a
parameter Qi using its own selected random
number. Then it sets up a partial signing key
(pski) for the vehicle, which is used to sign a
message later in the message signing phase.
Finally, the KGC sends Qi, PIDi, and pski to
the vehicle through a secure channel.
Specifically, we preload a pool of pseudo identities and partial signing keys to the vehicle to protect the vehicle’s privacy. The pseudo identities
with short valid periods are refilled through the
pseudo identity generation algorithm when the
network is not busy.
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FIGURE 4. Verification delay vs. number of signatures in CLAS schemes.
Message Signing: in InVANETs, every message
sent by a vehicle has to be verified, which can
ensure message integrity and authentication. A
vehicle first takes out a PID from its storage randomly. Then it utilizes the combination of its own
secret numbers and pski to sign a message. Specifically, the vehicle executes the following steps
in this phase.
• The vehicle calculates a parameter Ri by use
of its selected random number.
• It makes a hash function over the traffic related message M i, PID i, the parameter R i, Q i,
and the current timestamp ti to guarantee
the message integrity, which is transmitted
through an insecure channel.
• It calculates a parameter Si by using its own
secret numbers and psk i, and constructs a
signature si on Mi.
• The vehicle broadcasts the Msg to the
InVANETs.
These steps are repeated every 100–300
ms. As is known, the parameter Ri calculated by
the vehicle and the psk i calculated by the KGC
make up the full secret key to sign a message.
Therefore, we can solve the key escrow problem
perfectly, because the KGC cannot counterfeit
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a legal digital signature on a certain message on
its own.
Signature Aggregation and Verification: The
aggregate signature generator can aggregate a
large number of signatures and verify them at the
same time. The RSU plays the role of the aggregate signature generator in our protocol. We illustrate the process of signature aggregation and
verification as follows:
• When the RSU receives multiple broadcast
messages that are sent by different vehicles,
it first generates a vector consisting of small
random integers. The vector is used to resist
the information injection attack of the aggregated signatures. Then the RSU computes
a factor-contained certificateless aggregate
signature s.
• Using the public parameters and other messages received from the vehicles, the RSU
first checks the freshness of the timestamp
of each message; if it is not within a certain
time period, the RSU rejects the message.
• Then the RSU calculates two hash values,
l i and m i, for each message. According to
the characteristic of hash function, if the
parameters (Mi, PIDi, Qi, etc.) are not modified during transfer, the value of li and mi are
equal to H1() and H2(), respectively.
• Finally, the RSU checks if Eq. 1 in Fig. 2 is
true to verify the validation of signatures in
bulk. Based on the previous description, only
if each signature is valid can the equation be
established.
When the signatures are identified to be valid,
the RSU can resend them to the vehicles to optimize their driving routes. Compared to the method of verifying the messages one by one, the
aggregate method can not only reduce the length
of the signature, but also alleviate the computational overhead. Moreover, only several general
hash functions and XOR operations are required
in our protocol, which requires less computation
cost than protocols using bilinear pairing operations.

Performance Evaluation

In this section, the computational cost of our
SE-CLASA protocol is evaluated first; we select
three most recent CLAS authentication protocols
to make a comparison. Next, we compare the
performance of our SE-CLASA protocol with four
other InVANET-based authentication protocols.
In our experiment, we use a personal computer (HP with an Intel I5-6500 3.20 GHz processor, 8 GB memory, and Windows 10) to
calculate the running time of the operations
used in our SE-CLAS protocol and the compared
CLAS authentication protocols. The operations
include the bilinear pairing operation (bp), the
bilinear pairing-based scale multiplication operation (bp-mul), the bilinear pairing-based point
addition operation (bp-add), and the Map-toPoint operation (mtp) used in the other protocols. As well as the scale multiplication operation
based on ECC (ecc-mul), the addition operation
based on ECC (ecc-add), and the generation
hash function SHA-256 (H) appeared in our
SE-CLASA protocol. We evaluate the verification
time of the RSU by measuring execution time of
each operation. We executed the experiment
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100 times to get the average running time by
use of the PyECC library and the python-ate-bilinear-pairing 0.6 library.
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We compare the computational cost of our proposed SE-CLASA protocol with the most recent
CLAS authentication protocols [6–8].
Figure 3 shows the results intuitively for the
running time in message signing and individual
verification. We can get that in the message signing algorithm; our protocol has 92.60 percent
improved performance over those of Xiong et
al.,’s protocol [6] and Horng et al.,’s protocol [6],
and we have the same computation cost with Cui
et al.’s protocol [8]. In addition, in the individual
verify algorithm, our proposed SE-CLASA protocol
has 94.88 and 94.45 percent improved performance over those of Xiong et al.’s protocol and
Horng et al.’s protocol, respectively.
Figure 4 shows the results for the running
time in verifying a collection of aggregated signatures. It is clear that our proposed SE-CLASA
protocol has lower verification delay compared to
the protocols in [6, 7]. Although we have almost
the same verification delay as the protocol in [8],
our proposed SE-CLASA protocol can resist the
information injection attack in the aggregate signature verification phase, which is more secure
compared to Cui et al.’s protocol. It is worth sacrificing a bit of computation cost for security within
an acceptable range, since security is the most
important issue in practical applications.

Comparison of InVANET-Based Protocols

In order to satisfy the security and privacy preservation requirements, a variety of InVANET-based
authentication protocols have been proposed
[5, 11, 14, 15]. In [15], Horng et al. proposed a
batch verification scheme for V2V communication, which is called batch verification for secure
and privacy enhancing communication scheme
(b-SPECS+). In [15], a group communication
protocol was proposed, in which vehicles can
authenticate and communicate with one another.
By using batch verification, the signature verification speed improved a lot.
In [5], He et al. introduced an identity-based
conditional privacy-preserving authentication protocol (CPPA) that combines the technology of
group signature and pseudonym authentication.
Their scheme is much more efficient in computation cost than many other schemes [11, 14, 15].
However, in their scheme, the private key of a
system is pre-loaded in the vehicle’s tamper-proof
device, which can be taken out by attackers (e.g.,
through side channel attacks). Therefore, their
solution is not secure when the attackers have
physical access to the tamper-proof device.
Figure 5 displays the tendency of verification
delay with the increase of the number of vehicles
within the domination area of an RSU. The small
figure embedded in Fig. 5 is a magnified image of
the proposed SE-CLASA protocol and the CPPA
protocol in [5]. It is clear that our SE-CLASA protocol has much less verification delay than the
other protocols. We can see that the number of
signatures an RSU can verify in 300 ms is approximately 11, 51, 134, 252, and 260 when b-SPECS+
[15], IBV [11], EPA-CPPA [14], CPPA [5], and our
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Comparison of Traditional Clas Protocols

2000
1500
1000
500
0

0 10 20 30 40 50 60 70 80 90 100
traffic density
SE-CLASA

IBV[8]

CPPA[7]

EPACPPA[14]

b-SPECS+[15]

FIGURE 5. Verification delay vs. traffic density in
VANET-based schemes.

SE-CLASA protocol are proposed, respectively.
This means that when the number of verifying
signatures goes beyond the maximal thresholds,
some signatures would be dropped. Consequently, when the traffic load increases, the proposed
SE-CLASA protocol has the ability to verify the
maximum number of messages of all the protocols mentioned here.

Discussions

In this section, a comparison of the security and
privacy properties is made among our SE-CLASA
and the existing protocols [5–8, 11, 14, 15]. Table
1 shows the details of the capacity of message
authentication, privacy preservation, traceability, unlinkability, high efficiency, and resistance to
information injection attack among the SE-CLASA
and the other protocols.
Message Authentication: All the protocols
provide message authentication in our comparison list. In our SE-CLASA protocol, according to
the aforementioned signature aggregation and
verification phase in the protocol, an RSU can
check the authentication of the message by verifying the signature.
Privacy Preservation: In the pseudo identity
generation phase, the TRA hides the vehicle’s real
identity in PIDi, 2 through an XOR operation. In
order to reveal the real identity from PID i, 2, an
adversary needs to access the TRA’s private key.
However, the TRA generates its public/private
key pairs on the basis of an ECC; hence, it is difficult to access its private key from the corresponding public key. Therefore, the proposed SE-CLASA
protocol for InVANETs could achieve privacy
preservation.
Traceability: In the pseudo identity generation
phase, the vehicle’s real identity is contained in
PIDi,2. According to the characteristic of the XOR
operation, by knowing the TRA’s private key and
the public parameter PIDi,2, the TRA can take out
the real identity of the vehicle. Therefore, traceability can be provided in our SE-CLASA protocol.
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[7]

[8]

[10]

[11]

[12]

[14]

[15]

SE-CLASA

Message authentication

ü

ü

ü

ü

ü

ü

ü

ü

Privacy preservation

ü

ü

ü

ü

ü

ü

ü

ü

Traceability

ü

ü

ü

ü

ü

ü

ü

ü

Unlinkability

ü

ü

ü

ü

ü

ü

ü

ü

No bilinear pairing

ü

û

û

û

ü

ü

û

ü

No Map-to-Point

ü

û

û

û

û

û

û

ü

Resistance to information
injection attack

û

û

û

û

û

û

û

ü

TABLE 1. A comparison of the previous work and SE-CLASA protocol.
Unlinkability: Each time a message is generated, the KGC and the vehicle will generate
three random numbers k i, d i,, and r i separately
(the random numbers are introduced in Fig. 2).
Due to the randomness of these selected numbers, the adversary cannot connect two pseudo
identities or signatures generated by the same
vehicle. Moreover, the pseudo identities of the
vehicles are changed frequently. Consequently,
our proposed SE-CLASA protocol can achieve
unlinkability.
High Efficiency: No bilinear pairing and Mapto-Point operations are used in our proposed protocol. Only several general hash functions and
XOR operations are required, which makes our
protocol more efficient in computation and communication cost.
Resistance to Attacks: In the existing aggregate signature authentication protocols [6, 7, 14],
the aggregate signature verification has a leak
by which a malicious user can construct bogus
signatures and muddle through the aggregate
verification. We use a small case to illustrate the
information injection attack in the aggregate verification phase. For instance, an adversary intercepts two valid signatures (s1 and s2) and injects
n and –n to s1 and s2, respectively. It is clear that
they cannot be detected in the signature aggregate phase because item n has been countered
by item –n. As a consequence, the RSU also cannot detect the injection in the aggregate signature
verification phase. In our SE-CLASA protocol, we
propose a factor-contained aggregate signature in
which a random n-dimensional vector v is added
during the signature aggregation, as shown in Fig.
2. Because of the randomness of the elements
in the vector, the information injection attack in
the aggregate signature verification phase can be
detected by the RSU. Therefore, our proposed
SE-CLASA protocol can achieve higher security
compared to the existing aggregate signature
authentication protocols in InVANETs.

Conclusion and Future Work

In this article, an SE-CLASA protocol for V2I communication in InVANETs is designed based on
the CL-PKC technology. There are no public/
private key pairs of the vehicles but also no certificates generation phases in our design, which
makes the system more efficient, especially in a
resource-constrained environment. Moreover, a
factor-contained aggregate signature mechanism
was proposed to resist the information injection
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attack in the signature aggregation phase, so the
protocol is much more secure than the most
recent CLAS authentication protocols. The simulation results and comparison with the state of
the art demonstrate that the proposed SE-CLASA
protocol is able to provide better security but also
achieve significantly greater performance.
Since huge amounts of vehicles will be increasingly used in urban cities, more information
exchange among vehicles may be clustered and
analyzed in an efficient way. As part of our future
work, we will focus on the group management of
vehicles in order to further improve the efficiency
of data processing, and provide more intelligent
and personalized services.
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