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Abstract. Microservices architecture is drawing more and more attention recently. By dividing the monolithic application into diﬀerent services, microservices-based applications are more ﬂexible, scalable and
portable than traditional applications. However, the unique characteristics of Microservices architecture have also brought signiﬁcant challenges
for software veriﬁcation. One major challenge is the oracle problem: in
the testing of microservices, it is often very diﬃcult to verify the test
result given a test input, due to the features of wide distribution, heterogeneity, frequent changes, and numerous runtime behaviors. To tackle
such a challenge, in this paper, we investigate how to apply metamorphic
testing into the veriﬁcation of microservices-based applications, which is
a simple yet eﬀective approach to oracle problem. Empirical studies are
conducted to evaluate the performance of metamorphic testing based on
real-world microservice applications, against the baseline random testing
technique with a complete oracle. The results show that in the absence of
oracles, metamorphic testing can deliver relatively high failure-detection
eﬀectiveness. Our work demonstrates that metamorphic testing is both
applicable and eﬀective in addressing the oracle problem for the veriﬁcation of microservices, similar to many other application domains.
Keywords: Automatic test case generation · Microservice ·
Metamorphic Testing · Mutation testing · Software veriﬁcation

1

Introduction

In recent years, Microservices architecture emerged as a new paradigm in software architecture patterns. Many large companies like Amazon [23], Netﬂix [28],
Gilt [18], LinkedIn [22] and SoundCloud [4] have adopted Microservices to build
their services. By dividing large and complex applications into a set of services,
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microservices achieve signiﬁcant improvement in scalability, deployment, and
portability than the traditional monolithic applications.
While Microservices architecture is gaining more and more popular today,
its unique characteristics have brought some challenges in software veriﬁcation.
The heterogeneity of microservices requires testing tools to be speciﬁc to each
service’s programming language and runtime environment. Failure-recovery logic
rather than business logic becomes the main focus due to the rapidly evolving
code [20]. No uniﬁed model of system validation can support continuous integration of microservices [36]. Among all these issues, in this paper, we focus on
the following oracle problem in the testing of microservices.
Moving from monolithic architecture to Microservices architecture usually
requires to decompose the applications, then to distribute and process the data
into hundreds of microservices [18]. Keeping each test speciﬁcation up-to-date
with such a large number of service interfaces is very diﬃcult or even practically
infeasible [5]. The lack of latest and comprehensive test speciﬁcations makes
it almost impossible to precisely verify the test result given any possible test
input, that is, the oracle problem exists. The interactions among services are
more complicated compared to the traditional Service-Oriented Architectures
(SOAs). The goal of traditional SOAs is to integrate diﬀerent software assets
to realize business processes, while microservices are aiming at improving the
characteristics of software. Thus, it is a challenge to track the test dependencies
within each microservice [19]. With the size and complexity growing in deployments, the behavior of each underlying microservice and how microservices are
conﬁgured to interact also change. All these challenges make ﬁnding oracles
(e.g., invariants) even more untenable for microservices-based applications [31].
In other words, the oracle problem becomes even more serious in Microservices
architecture, as compared with SOA, not to mention other traditional application domains. To ensure the correctness of such application, an eﬀective way of
testing microservices without oracle is urgently needed.
Aiming to address the challenges in the veriﬁcation of microservices-based
applications, this paper mainly investigates into the state-of-the-art testing tools
and models. Throughout the investigation, we ﬁnd that all the existing microservice testing tools and models assume (explicitly or implicitly) the presence of
oracle. If the oracle problem exists, the eﬀectiveness of these techniques is signiﬁcantly hindered. Moreover, these techniques may even become useless if the
test results cannot be veriﬁed.
In the context of software testing, metamorphic testing [8,37] has emerged as
a mainstream approach to the oracle problem. It simply utilizes some necessary
properties of the software under test, termed as metamorphic relations, among
inputs and outputs of multiple executions of the software under test for verifying the rest results. It has been justiﬁed that by simply using a small number of
diverse metamorphic relations, metamorphic testing is able to detect a similar
number of bugs as a complete orale [27]. Metamorphic testing has been successfully applied to detect various faults in a variety of application domains, including
bioinformatics [9], compilers [25] and web services [38,39]. It is thus natural to
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consider the usage of metamorphic testing in addressing the predominant oracle
problem for the veriﬁcation of microservices-based applications. In this paper,
we investigate the applicability and eﬀectiveness of metamorphic testing via a
series of experiments on real-world microservices-based applications.
There are three contributions as follows.
(1) For the ﬁrst time, metamorphic testing is presented to detect and identify the
failures in microservices, which has been evaluated as an eﬀective approach
in various application domains.
(2) A series of metamorphic relations are built to validate the correctness of each
application, which has been veriﬁed as an eﬀective variable from software
speciﬁcation.
(3) Compared with random test results. Prove that using metamorphosis tests
in microservices is an eﬀective method.
The remainder of this paper is organized as follows: Sect. 2 provides an
overview of Microservices architecture and compares it with the traditional
monolithic architectures to identify the diﬃculties in software veriﬁcation
brought by the characteristics of Microservices architecture. Section 3 presents
some state-of-the-art microservice testing tools and models. Section 4 explains
the metamorphic testing approach and justiﬁes why we choose it for the veriﬁcation of microservices. Section 5 evaluates metamorphic testing against a few realworld microservices-based applications and presents various convincing results.
Section 6 concludes the paper and points the future work.

2

Microservice Preliminary

Microservice is aimed to decompose large, complex applications into a set of
services to achieve a better performance in the development and deployment
of various services [26]. Each service implements some distinct features and
functionalities of the application. However, microservice works as an individual
mini-application, which means each service can have its architecture, enabling
the technical possibilities to be implemented more ﬂexibly. Some microservices
would expose an API consumed by other microservices or by the client of applications. Other microservices might implement a web user interface (UI). When
a request is received, the relevant microservices work together as a whole to give
back a response.
Microservices have many beneﬁts. By dividing complex monolithic applications into a set of more manageable services, it is much faster to develop and
much easier to understand individual services [35]. Also, each service can be
developed independently by a team focusing on that service. As long as the
functionality of this service is correctly implemented, any technology could be
used. One service may be implemented by JAVA, and another service may be
programmed by C++. The communication between services will be achieved by
a predetermined protocol. At present, the entities provided by each service are
identiﬁed by a universal Uniform Resource Identiﬁer (URI) [3], and Hypertext
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Transfer Protocol [15] is used as the communication protocol. In [16], the representational state transfer (REST) has been presented as the general conceptual
framework for API designing, which becomes a popular practice for microservice APIs. Moreover, each microservice can be deployed and scaled independently, enabling the application to achieve better performance with heterogeneous resources. For example, for a frequently used service, more resources will
be allocated to it than a less popular service. In [41], a case study is conducted
where an enterprise application is developed and deployed in the cloud with a
monolithic approach and a microservice approach. These results show that the
microservices approach has a lower infrastructure cost but a higher response
time.
However, microservice has its drawbacks. The Microservices architecture will
require more eﬀort from developers to build applications due to the complexity of the distributed system [26]. Besides, how to partition the existing system
into microservices requires much more consideration [29]. Multiple services call
for stronger coordination in the development teams. And the complicated interservice communication brings big challenges for software veriﬁcation. Therefore, microservice also has oracle problems because of the system structure of
microservice, such oracle problems in microservice programs are more serious
than those in traditional single-chip microcomputer structure.

3

Related Work

Though the microservice is a rising concept, it shares many similarities with
traditional web services. Many testing tools and models used in web services
are also applicable to microservice testing. In [2], an automatic test case generation method is presented with the Web Service Description Language (WSDL)
in webservices. In [30], an improved test case generation method is proposed
for web services with the pairwise testing technique. In [6], a method is proposed to test RESTful services using a formal speciﬁcation of the web services
to generate the test cases. In [33], a model-based approach is presented to test
RESTful webservices with the UML protocol state machines. In [14], a modeldriven testing approach of RESTful APIs is presented. In [24], property-based
testing with the RESTful web service is proposed to achieve promising results.
In [45,46], a native language based speciﬁcation is provided to verify the monitored applications at runtime with bounded resource usage. However, none of
them can address the veriﬁcation challenge (i.e., testing without oracle) we are
raising in this paper. Next, we will investigate some most promising testing tools
and models for microservices.
The Directed Automated Random Testing (DART) is a testing tool proposed
in [17]. With DART, unit testing can be performed completely and automatically
on any program without any test driver or harness code. The static source-code
analysis is applied to automatically extract the interface of a program with its
external environment. A test driver for this interface can be automatically generated to perform random testing to simulate the most general environment that

142

G. Luo et al.

the program can operate in. Moreover, how the program behaves under random
testing is analyzed dynamically to automatically generate new test inputs to
systematically direct the execution along alternative program paths.
The symbolic execution plays an important role in the DART. Starting with
random input, a DART-instrumented program calculates an input vector during
each execution for the next execution. This vector contains values that are the
solutions of symbolic constraints gathered from predicates in-branch statements
during the previous execution. The new input vector attempts to force the execution of the program through a new path. By repeating this process, a directed
search attempts to force the program to sweep through all its feasible execution
paths [17]. DART makes automatic test case generation possible, which solves
the ﬁrst challenge. However, DART can only be applied at the unit testing level.
Also, the computational expense of running tests with DART is huge due to the
symbolic execution.
In [1], EvoMaster is a prototype microservice testing tool that is proposed
aiming to generate test case for RESTful API automatically in the white-box
test. In this tool, the APIs are directly retrieved from the JSON [10] deﬁnition
generated by Swagger, which is a popular REST documentation generation tool
available for more than 25 diﬀerent programming languages. Then Genetic Algorithm (GA) is applied to generate the test cases for a given test problem. The
Whole Test Suite approach is adapted with the extra usage of a test archive
to evolve the test suites. A set of randomly initialized test cases with variable
size and length are treated as GA individuals. A test suite’s ﬁtness will be the
total ﬁtness of all its test cases. When new oﬀspring is generated, the crossover
operator will mix test cases from two-parents sets.
In EvoMaster, each test case will be modiﬁed by the mutation operator,
such as increasing or decreasing a numeric variable by 1. This supports all valid
types in JSON. When a test is executed, the tool will check all the targets it
covers. If a new target is covered, then the test will be duplicated from the
test suite and put into an archive to save the target during the search process.
At the end of the search, all the tests in the archive with the removed tests
are checked to ﬁnd out the minimized suite to be written as a test class ﬁle.
Regarding the veriﬁcation aspect, HTTP status codes are used to check the
behavior of the system. For example, an HTTP invocation with the returned
status of 403 (unauthorized) can imply that the authorization check is wrongly
relaxed. EvoMaster can automatically generate test cases for higher-level testing.
However, services are assumed in isolation, and it is a white-box testing which
requires access to the source code of the services. Besides, code coverage results
are relatively low compared to the existing, manually written results. The tool
is restricted to JAVA, while many other programming languages such as C++
are used to build the microservices-based application.
In [42], a REST API testing model is proposed with an expressive description language based on JSON to solve the challenges like multidimensional API
validation requirements, call sequencing, organization of test cases and data
dependency between test cases. The test model description language has a good
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expressing capability and makes it possible to automatically generate test cases
through an interface. Following the thought of traditional programming languages, the whole test plan is considered as a program and the test case is
considered as a function, which are the basic units of the whole test plan to be
executed.
The test suite is also considered as a function, which is the call of a function group. A function has some parameters and a return value. Parameters
indicate what function depends on from the external environment; the return
value indicates what inﬂuences the function will make on the external environment. Similarly, if one test case depends on the data generated by a previously
executed test case, the data are input as parameters of the current test case.
If the subsequent test case depends on the data generated by the current test
case, the data generated by the current test case is, as an input, transmitted to
the subsequent test case. The idea of this testing model is straightforward and
eﬀective. Implementing this model will solve the challenge of how to organize
the test sequence of test cases and the test data dependency between test cases.
After the investigation of the existing testing tools and models for microservices, we can observe that much attention has been paid to the automatic test
case generation under the assumption of the presence of oracle. However, none
of the existing approaches has addressed the oracle problem, which is a common
problem in microservices testing and veriﬁcation. In this study, we aim to apply
a novel approach, namely metamorphic testing, to address the oracle problem.

4

Metamorphic Testing

Most previous studies in test case generation assumed the availability of a test
oracle, which can verify whether the result is correct or not for any given test
cases [21]. However, in many practical situations, it is very diﬃcult, or even
impossible, to verify the test result, given a test input. Such a problem, termed
as the oracle problem, is a fundamental problem in software testing.
More speciﬁcally, in the scenarios of microservices, as explained before, a
test oracle either does not exist or is impractical to be used. This oracle problem thus becomes a fundamental challenge for microservice veriﬁcation, because
it signiﬁcantly restricts the applicability and eﬀectiveness of most test strategies [27]. Similar to many other domains, the applicability and eﬀectiveness of
many existing test case generation strategies are greatly hindered due to the
oracle problem. In particular, the outcomes of many microservices can only be
vaguely described without precise ﬁxed values.
Metamorphic Testing (MT) [7] has been empirically justiﬁed as a costeﬀective solution to address the oracle problem in many areas. The core part
of MT is a set of Metamorphic Relations (MRs), which are identiﬁed based
on the necessary properties of the system under test. Each MR actually represents the veriﬁable relationship among multiple inputs and their corresponding
expected outputs. Once an MR is identiﬁed, it can be used to transform some
existing test cases (called source test cases) to generate test cases (called followup test cases). Diﬀerent from the traditional way of verifying test results against
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the existing oracles, MT veriﬁes the source and follow-up test cases against the
corresponding MR. For instance, consider the mathematical function min(a, b)
that calculates the minimum value of two integers a and b. The order of the
inputs should not inﬂuence the output, which can be expressed as the following metamorphic relation: min(a, b) = min(b, a). In this MR, (a, b) is called the
source test case, and (b, a) is called the follow-up test case. Let Pmin be a program implementing the minimum function. Pmin can be tested against the MR
by running some metamorphic tests where speciﬁc input values are used. For
instance, we can ﬁrst run Pmin (2, 3) and then run Pmin (3, 2) and then check
whether these two outputs are equal or not. If the outputs of a source test case
and its followup test case(s) violate the MR, we can conclude that the program
under test contains a bug.
In this paper we use MT to alleviate the oracle problem in microservice
veriﬁcation under a similar intuition: even if we cannot determine the correctness
of each test case created for microservices, it might still be possible to use MRs
to identify the failures in Microservices [8].
Following the general procedure of MT [27], the basic steps for implementing
MT in microservices can be summarized as follows:
– Identify necessary properties of the microservices under test and use MRs to
represent these properties.
– Generate the source and follow-up test cases based on each MR, and execute
these test cases.
– The test outputs are evaluated against the corresponding MRs to check
whether MRs are satisﬁed or violated. Any violation of MRs indicates a program failure in the observed microservices.
In the following section, we will evaluate the eﬀectiveness of MT in the veriﬁcation of microservices.

5

Evaluation

For evaluating the eﬀectiveness of the metamorphic testing, some real-world
microservices-based applications are selected and tested against random testing
with oracle for comparison. The research questions that need to be addressed
are as following:
– Can metamorphic testing alleviate the oracle problem in microservice veriﬁcation?
– How eﬀective is metamorphic testing when compared with random testing
with oracle?
5.1

Objects

As one of the advocates to develop and update the applications rapidly using
microservices, Eventuate is one platform that develops the sample microservices
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which make the business logic easy to be implemented [13]. Numerous microservices that are developed by Eventuate and the selected applications are three
applications across three diﬀerent areas. As shown in Table 1, one microservice
application is Transactional Service [40] in the Event-Sourcing + CQRS example application [12], which involves mathematical operations for business transactions. Another microservice application is Restaurant Management Application [34], which comprises search and return functions. The third application is
the Customers and Orders Management Application [11] that is made of both
mathematical and search functions.
Table 1. Basic statistics of the sample microservice
Selected application in
eventuate

Application area

Business transactions

Event-Sourcing + CQRS Mathematical operations for
business transactions

Restaurant management
application

API gateways,
orchestrated APIs

Search and return functions

Customers and orders
management application

Message buses/brokers,
direct calls

Mathematical and search
functions

5.2

Function

Implanting Mutants to Source Microservice Application

We use mutation to plant errors for these three microservices-based applications.
For testing purposes, we create four mutant versions of each application and the
number of mutants implanted in each mutant version is shown in Table 2. We
implant mutants for the above three microservice programs from three aspects,
which are internal implementation of microservice (Version 1), microservice communication (Byzantine failure and Omission failure, Version 2), microservice
data (Version 3) (thus each microservices-based application has three diﬀerent
mutated versions), and a version combination with all these errors combined
(Version 4). For internal mutations in microservices, we use the automated mutation generation tool LittleDawina [32]. Call mutations between microservices
Table 2. The number of mutants implanted in each mutant version
Application object

Version 1 Version 2 Version 3 Version 4

Business transactions

5

6

5

12

Restaurant management application

4

5

3

10

Customers and orders management
application

3

5

3

6

146

G. Luo et al.

are achieved by changing the relationship between publication and subscription of events (publisher and subscriber modes are the communication mechanism among microservices [43,44]). Data mutations are achieved by changing
the order, by which the communication data are stored in each microservice.
– MR1.1 - The sum balance of debtors and creditors
before the 
transfer should

be equal to the values after the transfer.
M[i] (before) =
M[i] (after),
where M[i] is the account balance in customer i’s account and i = 1, 2, 3, . . .,
X, where X is the total number of the debtors and creditors.
– MR1.2 - The sum balance of creditors before the transfer divided by the sum
balance of the creditors after the transfer will always be less than one. Mb[i]
(before)/Mb[i] (after) < 1, where Mb[i] is the account balance in creditor i’s
account and i = 1, 2, 3, . . ., Y, where Y is the total number of the creditors.
– MR1.3 - The sum balance of debtors before the transfer divided by the sum
balance of the debtors after the transfer will always be greater than one. Md[i]
(before)/Md[i] (after) > 1, where Md[i] is the account balance in debtor i’s
account and i = 1, 2, 3, . . ., Z, where Z is the total number of the debtors.
For the Restaurant Management Application, the restaurants are created
along with the corresponding details like Zip Code, Opening Time, Closing Time
and the Day of the week. The microservice GET function can fetch the results of
the restaurants when any of those details are entered as inputs. The metamorphic
relations we created for this microservice are as follows:
– MR2.1 - The restaurant details we get when only “zip code” is entered must
be a superset of the details we get when both “Zip Code” and “day of the
week” are entered.
– MR2.2 - The restaurant details we get when only “zip code” is entered must
be a superset of the details we get when both “Zip Code” and “hour(time)”
are entered.
– MR2.3 - The restaurant details we get when only “day of the week” is entered
must be a superset of the details we get when both “day of the week” and
“hour(time)” are entered.
For the customers and orders application, the developed metamorphic relation is that the status of one order is not equal to the status of another order
where the credit limit and order amount are inversed.
– MR3.1 - If f(x,c) deﬁnes the order creation service, where x is the order
amount and c is the credit limit, then the status of f(x,c) = f(c,x).
5.3

Validating the Relations

After identifying a Metamorphic relation (MR), we validate the correctness of
MR by reading the software speciﬁcation, analyzing the source program of the
relevant part of the MRs, and performing unit testing on this part of the program.
To further validate our MR from the software speciﬁcation, we also conduct
source code analysis and unit testing of the microservices. We have assigned
diﬀerent people for MR creation and veriﬁcation to avoid the validity issues.
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Variables

Independent Variables. As we are going to measure the eﬀectiveness of the
metamorphic testing, we have considered the eﬀectiveness as one independent
variable. There is a comparison for measuring the eﬀectiveness, and random
testing with oracle has been chosen as a baseline technique. If both these variables show similar results or if the metamorphic testing outperforms the random
testing, we can deduce the metamorphic testing as a reliable technique.
Dependent Variables. The metric of evaluation is the dependent variable in
this case, where we consider a number of failures identiﬁed. For a given number
of test cases in all mutated versions of three microservices we have tested, we
compare the number of detected failures by random and metamorphic testing.
This metric is used in measuring the eﬀectiveness of metamorphic testing.
5.5

Generation of Test Cases

Random Test Case Generation. Random testing has been performed on
the transactional microservice by creating random users and adding several selfaccounts and third-party accounts for each user. The transactions are carried out
by transferring some random amount of money that is generated by a random
function randi(imax), which can return an equally distributed random number
from 1 to imax. For the restaurant management application, the restaurants are
created with some random attributes. Then, queries are created using “zipCode”,
“hour” and “dayOfweek” by randomizing each value. The customers and orders
application comprises creating customers and placing orders. The customers have
the attributes like credit limit and orders have bill amount. Both of them are
generated using a random function. The orders are queried using the order id
randomly for the veriﬁcation of response. By using the random function, we generate random tests for each version of each object. Here, the number of random
test cases created for each object is diﬀerent and it is related to the function of
the application. Random test cases need to be written by considering functional
coverage. So there will be fewer test cases with fewer features.
Metamorphic Test Case Generation. For executing the metamorphic tests,
we need to use the metamorphic relation to generate follow-up test cases based
on the original test cases (source test cases). Along with execution of both source
and follow-up test cases, the test results are compared with the metamorphic
relation for ﬁnding the fault. If the relation is not satisﬁed, then it can be considered that the program contains bugs and needs to be modiﬁed. Iterative testing
consists of repeated application of the relation to generate various follow-up test
cases based on source test cases [13]. For the transactional service application, we
randomly generated source test cases and use the metamorphic relation to generate follow-up test cases to verify the application. We have generated random
numbers as the balances for debtors and creditors accounts and other random

148

G. Luo et al.

numbers which are the transfer amounts. For the restaurant management service
application, we have created some restaurants randomly using the random input
values for various attributes in each restaurant. For generating the source test
cases, we have created random Zip Code for a list of restaurants. To generate
the follow-up test cases for the ﬁrst metamorphic relation, we have selected Zip
Code and Day of the week to verify the list of those restaurants which are open.
We have created the source and follow-up test cases randomly for the other relations in a similar fashion, by selecting the Zip Code, Hour, and Day of week
respectively to verify the list of those restaurants which are open. For the order
application, we also use random values for credit limit and order amount. The
source test cases are generated using random testing and the follow-up test cases
are generated by reversing the credit limit and order amount.
5.6

Evaluation Environment

To run these microservices for our evaluation, we have chosen to use the Ubuntu
Linux operating system and have installed Docker-Compose in it. We use the
personal computer with Intel CoreT M i7-7500U CPU @ 2.70 GHz 2.90 GHz
along with 12 GB DDR4 2133 MHz SODIMM RAM and Intel HD Graphics 620,
NVIDIA GeForce 920MX. The microservices are compiled using the Gradle provided in the applications and these compiled applications are uploaded to the
Docker, which runs in the Oracle Virtual Box. The applications that are uploaded
to the Docker can be accessed from any browser, and we have used the built-in
Firefox for the evaluation in this case.
5.7

Results

As illustrated in Fig. 1a, we have run 30 test cases for all the mutated versions
(four versions) of the transaction service application, and it is found that 24 failed
test cases have been identiﬁed by using the random testing for the ﬁrst mutated
version with a fully developed oracle. On the other hand, the metamorphic testing has achieved 26 total failed test cases out of 30 without a comprehensive
oracle. The situations for the other 3 mutated versions get 30, 24 and 23 failures
respectively while the metamorphic testing gets 20, 8 and 20 failed cases without
a completely developed oracle. It can demonstrate that the metamorphic testing
outperforms the random testing for the ﬁrst version where as it performs on par
for the 2nd version and 4th version. This justiﬁes the eﬀectiveness and validity
of metamorphic testing.
As illustrated in Fig. 1b, we have run 48 test cases for all the mutated versions
(four versions) of the restaurant management service application, and it is found
that 45 failed test cases have been identiﬁed by using the random testing for
the ﬁrst mutated version with a fully developed oracle. On the other hand, the
metamorphic testing has achieved 46 total failed test cases out of 48 without a
comprehensive oracle. The situations for the other 3 mutated versions get 48,
44 and 42 failures respectively while the metamorphic testing gets 44, 35 and 43
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Fig. 1. Comparison of failure detection using RT and MT
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failed cases without a completely developed oracle, which implies a comparable
performance to random testing with oracle.
As illustrated in Fig. 1c, there is only one identiﬁed relation for the Customers
and Orders service, where there has been 22 failures for the ﬁrst version of order
service by random testing and 27 failures obtained by metamorphic testing.
There have been 7, 2 and 11 failures for the other 3 mutated versions, and 15, 2
and 14 failures for the metamorphic testing with a partial oracle. These results
indicate that metamorphic testing is achieving almost similar results to that of
random testing in many mutated versions of the microservice based applications
and sometimes achieving better results without proper oracle where the random
testing is tested with a perfect oracle.

6

Conclusion and Future Work

In this paper, a major veriﬁcation challenge of testing microservices without oracle has been identiﬁed and some state-of-the-art microservice testing tools and
models have been studied to highlight the contributions we made by adopting
metamorphic testing approach. Then, after walking through the Microservices
architecture and metamorphic testing methodology, we presented our empirical
study and results by applying metamorphic testing on three real-world microservice based applications. The empirical results have been clearly shown that metamorphic testing is able to alleviate the oracle problem in microservice veriﬁcation
and has a relatively high eﬀectiveness in identifying problem failures compared
with a state-of-the-art testing strategy with perfect oracle. Our next step is to
evaluate the metamorphic testing against much larger real-world microservice
based applications to identify further research direction in applying metamorphic testing to aid the veriﬁcation of microservices-based applications.

References
1. Arcuri, A.: Restful API automated test case generation. In: IEEE International
Conference on Software Quality, Reliability and Security (QRS), pp. 9–20. IEEE
(2017)
2. Bai, X., Dong, W., Tsai, W.T., Chen, Y.: WSDL-based automatic test case generation for web services testing. In: IEEE International Workshop on Service-Oriented
System Engineering (SOSE 2005), pp. 207–212. IEEE (2005)
3. Berners-Lee, T., Fielding, R., Masinter, L.: Uniform resource identiﬁer (URI):
generic syntax. Technical report (2004)
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